Creating and Copying Your Key-Pair in PUTTY SSH Client

Start puttygen. Select SSH2 DSA. Change Number of bits from 1024 bits to 2048 bits
for better security. Then click Generate.
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- Actions

Generate a public/private key pair

Generate

Load an existing private key file

Save the generated key Save public key | Save private key |
 Parameters 1

Type of key to generate:

© 55H-1 [R54) " 55H-2 D54

Mumber of bitz in a generated key: 2049

Move the mouse around inside the Putty Key Generator window until the bar fills up.
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Flease generate some randomness by moving the mouse over the blank area.
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Actions

Generate & public/private key pair [Henerate |
Load an existing private key file LLoad |

Save the generated key Save public key | Sawe private ey |
~ Parameters

Type of key to generate:

1 55H-1 [R5A] ¥ 55H-2 RS54 {7 55H-2 D54

Mumber of bits in a generated key: |2048




Wait for the program to generate the key... it may take several minutes.
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Flease wait while a key is generated...
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[ Actions

Generate a public/private key pair Henerate |
Load an existing private key file [Load |

Save the generated key Save public key | Save private key |

r~ Parameters

Type of key to generate:
£ SEH [R5 {¢ 55H-ZRE. { SEH-2DEA

Mumber of bitz in a generated key: |2048

Once it is complete, you can add or change the key comment, as well as add a
passphrase.
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Public key for pasting into OpenSSH authorized_keys file:

sshersa -
SasABINzaCT yoZEAdAAB) DA LB 32 WE Bst FLsudB a5 emylPnHPwSAKEmZBEFt
W7 G QU 3B 7 Drzlety b 3zl2qD EB S +aby ™ 3B bR 3g+0 emnbgB D 3s+F w0k Qlh 52yl
Gr+icw rtwe1+2g4M Py +HPghEU +iml0 2+-<mdqi=F g2 5H oG PROpp=T P afH YR PABWH:
'wg3pruTECsBEFO Gt clyknl BlxKMvagwiCzsULBIB2+ UL wegkkiADABPguR LTS ;I

K.ey fingerprint: Issh-lsa 2047 [7:77.c6:2a:89:F4: Be: 50:d5: b bf: d0: 37 fb: 3d
Key comment: Irsa-ke_l,l-2UEIB1'I14
Key paszphrase; I................

Canfirrn passphrase: quuuuuuu|

 Actiong R

Generate a public/private key pair Generate |
Load an existing private key file Load |

Save the generated key Save public key | Save private key |

- Parameters

Type of key to generate:
© 55H-1 (RS54 ¥ S5H-2 RSA i~ 55H-2D5A

Murmber of bitz in a generated key: |2D48

Click "Save private key" and save it some place safe.



8. Right click the large box that has text starting with "ssh-dss", click Select All. Right
click the box again, and click Copy.
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Public key for pasting inta OpenS5H authorized_keys file:

lezhrsa -
Adyid B A zaC] poE AdLAR, QB 32wE Bt/ 7LsudBeS emyPrHPwWSAKEMZEKFt — |
W 7 AGgU9B 77D rzlety) b9z M0 BB S +alGy 7w 3B b0 3g+ 0 emnbgl D 3s+FyO M AT HEZxjy!

Gr+icwT ritwc +2g4 M Py Unda thZEHDGF'HE!prTF'quHYF!F'.-’-‘n.BVHs_
" g3pruTECsBEF DG clpknl ULEb2+UUwygkki/IDABP gt Oy7S j
Key fingerprint: Issh-ls Cut :83:f4: Be:B0:d5: 1 F:be:bf: d0: 37: b 3d

Copy
k.ey comment: Ir&a-ke Paste
K.ey passphraze: qu Delete
Caonfirm passphrase: Ioooo Select all

- Actiong

Generate a public/private key pair Generate |

Load an existing private key file Load |
Save the generated key Save public key | Sawe private key I

 Parameters

Type of key to generate:
= 55H-1 [RS4) ¥ S5H-2ASA " S5H-2 DSA

MHurber of bits in a generated key: |2048

9. OPTIONAL: If you want to copy the private key (for use with Linux, Unix, or
Macintosh) then you can choose the Conversions menu and one of the 'export' options
such as 'rsa'. To save it for use on your student.cs account, you will probably want to
copy it to linux.student.cs into your '.ssh' directory, as 'id_rsa'.

10. You may now close the PuTTY Key Generator and start Putty.

11. Connect to your SSH server, and type the following:

12. mkdir -f ~/.ssh

13. vi ~/.ssh/authorized keys
Press a (lowercase a) and right click the PuTTY window. The ssh-dss text will be pasted
in.

Press ESC followed by ZZ (that's pressing capital Z twice).

To use public key, start PuUTTY, click Auth under SSH in PuTTY, and click Browse... to
choose the private key file

You may then go back to Session and click Save to save the changes to your session.



